Neighbourhood Watch Cybercrime Survey — November 2024

NEIGHBOURHOOD WATCH \ Avast One
CYBERCRIME SURVEY 2024

1.0 Introduction
2024 marks the fourth year that we have run this survey sponsored by Avast.

The purpose of the survey is to discover the levels of awareness amongst the public of
various kinds of cybercrime, its effects on victims and the extent to which people report — or
know how to report it.

Total of 24,604 people responded to the survey (around 2,000 more than the 2023 survey
which received 22,989 responses) the completion rate was 66%, people typically took 8
minutes to enter their answers. We promoted the survey between 3 December and 20
December.

The Survey questions have been given a refresh, but we have kept some of the key questions
are in line with the previous questionnaires.

We use the survey results to help shape our strategy regarding equipping our members —
and Cyberhood Watch Ambassadors with the information and training they need. Avast,
whose generous sponsorship ensures this survey is possible, may also use the (anonymous)
results to help advance their knowledge of the public’s awareness of cybercrime.

2.0 Methodology

The survey link was distributed via our main mailing lists, (900k + recipients) and through an
article in our newsletter, Our News. The link was widely shared on Neighbourhood Watch
and social media channels throughout the period.

Sampling bias is likely due to this sampling method, as it is highly possible that the
respondents share the same traits and characteristics, thus, it is possible that this sample is
only a small sub-group of the entire population.

It is not possible to determine the sampling error or make inferences about populations
based on the obtained sample.

3.0 Executive Summary

Just over a third (33.57%) of respondents are members of Neighbourhood Watch. The
remainder consist of 35% of people who do not currently associate themselves with NW,
and the remainder receive information from us or didn’t know — 28% and 4% respectively.

We asked where respondents lived — last year this was broken down by policing districts but
this year we have used postcode analysis — giving us a more accurate picture of where
people are in the country.
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We consider that any difference of 5% or more to be of significance. The main questions
where there is a divergence of opinion seems to be on the following questions:

3.1 Just over one third of respondents have personally been a victim of cybercrime,
this is broadly similar to last year, Women are almost 5% more likely to be affected than men
- 38% of women compared with 33% of men.

3.2 The biggest consequence of being a victim of cybercrime is feeling unsafe — just
under a third (31%) reported this, which can have a catalogue of knock-on effects like being
worried about using any online services, concerned about opening emails, texts or even
answering the phone. This is one of the biggest reasons that our Cyberhood Watch
Ambassadors exist. To help those who need it most, and to restore confidence.

3.3 59% of those who lost money, lost £500 and under. When comparing men and
women on this question more women than men had lost under £500 but men had lost more
in the £501-£2000 and £2000+ categories.

34 The majority of responders use some kind of cyber protection, with the most
common being keeping their software and apps updated (84% compared with 79.5% in
2023) and using strong passwords (76% compared to 74% in 2023).

3.5 Neighbourhood Watch members tend to have more of a keen interest in seeking
out information about cybercrime. They are more likely to have discussions about
cybercrime and prevention strategies, with 8.06% (7.68% in 2023) stating this happens ‘all
the time’ and 46% (36.23% in 2023) ‘often’ compared to non-members 6.09% (5.20% in
2023) and 43.88% (up from 29.81% in 2023) respectively.

4.0 Respondents to the Survey came from the following sources:

All but 2 responses came via the alert system/newsletter that we promoted the survey in.
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Which of the following smart devices do you have in
your home?

A smart device is any computer-controlled electronic apparatus that is not a desktop, laptop
or tablet computer. e.g smartphone, smartwatch, smart appliance, video doorbell.

The majority of respondents (82%) owned a smartphone, and 65% a smart TV. Ownership of
smart devices are all slightly up (1-3%) across all categories from the 2023 survey.

90.00%
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Men are more likely to own Smart Devices than Women, but it's close. (just 1% more) men
more likely to own a smart tv then women (68% v 62%), a smart security alarm (11% v 7%)
and also a smart heating system (23% v 16%).

Other items that were mentioned by respondents (and not listed) were:

Washing machine
Dishwasher
Smartwatch
Smart lightbulbs
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Have you been a victim of any of the following
within the last 12 months?

I have not been a victim of cybercrime
Telephone or text scam

Email scam

Credit card/bank account fraud (cardholder not...
Other (please specify)

Hacking of your PC or social media/other...
Online harassment or cyberstalking

Identity Theft

Romance Fraud

Intimate picture abuse/'Revenge porn'

I have not been a victim of cybercrime

5% more women than men a victim of cybercrime or scams, although men are slightly more
likely to experience romance fraud.

35.27% of responders had been a victim of some kind of online scam within the last 12
months this is a slight increase on last year (32.7%).

Within the ‘other’ category respondents mentioned the following:

e social media scams

e pension scam

e Doorstep prize winner scam

e Personal data sold (identity theft)
e Bank account hacked

38.73%, 27% g 34-21%, 24%

B Urban
B Town and Fringe
m Village

m Hamlet/isolated area

34.82%. 24% 36.41%, 25%
2 o, ()
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As a victim of cybercrime, what were the
CONSEqUENCES? (select all that apply)
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We found very minor differences between members or non-members on this question

Differences between men and women on the emotional affects of cybercrime show the

following:
Feelings Men Women
Felt unsafe 28% 35%
Felt anxious or depressed 22% 29%
Felt ashamed or embarrassed 15% 19%

from the ‘other’ category

e Affected level of trust

e worried about buying online anymore
e under threat

e Angry or annoyed

e Shocked and stressed
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As you lost money as part of your experience of
cybercrime, how much did you lose?

70.00%

58.65%

60.00%

50.00%

40.00%

30.00%

20.00%

10.00%

0.00%

Under £500 Between £501 -£2000 More than £2000 Other (please specify)

When comparing men and women on this question more women than men had lost under
£500 but men had lost more in the £501-£2000 and £2000+ categories.

Amount lost Men Women
Under £500 53.9% 62.28%
Between £501-£2,000 15.97% 15.12%
More than £2,000 10.89% 7.80%

Worryingly, in our 'other amount' category respondents reported having lost large amounts
up to £230,000:

e £44,919
e £50,000
e £230,000
e £132,000
e £75,000
e £80,000
e £27,000
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Which of the following statements do you agree
W|th7 (Select the most relevant)

60.00%
51.15%
50.00%
40.41%
40.00%
30.00%
20.00%
10.00%
0.68%

0.00% T )
Cybercrime feels less Cybercrime feels like |feel that the threat |don’t see cybercrime
of a threat to me than more of a threat to of cybercrime is about  as a threat at all

other crime me than other crime the same as the threat
of other crime

Only 165 people felt that cybercrime did not present a threat to them, this is a reduction
from the 2023 survey when 285 people expressed that opinion.

No threat at all
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| feel that the threat of cybercrime is about [ NN 438
the same as the threat of other crime e

Cybercrime feels like more of a threat to me

than other crime I 41

Cybercrime feels less of a threat to me than [l 9
other crime B s

o
=
o
N
o
w
o
N
o
[
o
[e2)
o

® male =mfemale
The majority of female responders felt the threat level was about the same (53% vs Men's

41%) — this is broadly in line with last year’s results. More women than men felt that
cybercrime was less of a threat than other crime but there was only 3% difference.
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0.54%
1.53%

| feel that the threat of cybercrime is about the same as 50.23%
the threat of other crime 56.33%
Cybercrime feels like more of a threat to me than other 41.94%
crime 27.24%
. . 7.30%
feels | fath h h
Cybercrime feels less of a threat to me than other crime h 14.90%

0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00%

| don’t see cybercrime as a threat at all h

W45 and over W 18-44

When we look at age for this question, only 27% of the 18-44s feel that Cybercrime is more
of a threat than other crime, compared to 42% of the 45 and overs.
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Why do you feel that cybercrime is not a threat to

yOU? (Select all that apply)

Only 165 people felt that cybercrime did not present a threat to them, this is a reduction
from the 2023 survey when 285 people expressed that opinion. The following are the

reasons given for that:

Other (please specify)

Cybercrime is not a threat to me as | don’t have
an online presence

Cybercrime is not a threat to me as I'm
extremely well protected against it

Cybercrime is mostly experienced by young
people

Cybercrime is mostly experienced by elderly
people

Cybercrime is something that affects businesses

more than individuals
Cybercrime is mostly experienced by high profile
people

| don’t think I've got any information or assets a
cyber criminal would want to steal

0.00%5.00%10.00%45.00920.00925.00930.00985.00940.00945.00950.00%

Of those who didn't see Cybercrime as a threat, the most common reasons given was that
they felt well defended from it. Members are more likely to feel that they didn't have assets
a criminal would want to steal, and felt it was something that elderly people were more

likely to be targeted for.

54% of men say they are well protected against cybercrime compared with 37% of women.
On age, the 18-44s felt much better protected at 23% more than the 45+ age group.

Other (please specify) | —— 140,

Cybercrime is not a threat to me as | don’t... g gge8-90%

Cybercrime is not a threat to me as I'm... & 66.67%

Cybercrime is mostly experienced by... " Go8:22%
Cybercrime is mostly experienced by... " 133342
Cybercrime is something that affects... =g 4.79%

Cybercrime is mostly experienced by high... Blm4d 5%

| don’t think I've got any information or... 13, 3t?36%

45+ m18-44
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What protection for your home devices do you
currently have in place against a cyber attack?

90.00% 84.28%
80.00% 75.83%
70.00% - 63.87% 62.05% 64.84%
0,
60.00% 57.14% -
48.97%
0 46.26%
50.00% 41.90%
40.00% —3491% — —
20.00% 28.55% 7. 1@92,9%
20.00% 17.3 17.30%
8.82%
10.00% ’ 4.07%
0.00% \
Anti-virus Strong passwords Password Encryption Keeping all my
software —that are manager tool to products such as a software and apps
different across keep my Virtual Private updated when
my devices, apps passwords safe  Network (VPN) prompted
and programmes

The results here show that the message about keeping apps and software versions updated
has got through as most respondents report doing this on their devices. Strong passwords
score well too.

VPNs (Virtual Protection Networks) scored lowest on the list of protection products that
respondents use, closely followed by password managers.

Key
B Desktop PC
W Laptop computel
Phone
Tablet

I don't have this
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Which of the following statements best describes
how you feel about cybercrime? (Select the most relevant)

60.00%

. 48.64%
50.00% 45.369

40.00%

30.00%

20.00%
m Members
7.52%5 399

10.00% - B Non-Members

0.00%

| don’t know much | know a bitabout | know about I know all about
about cyber crime cyber crime and  different types of the range of cyber
or how to protect how to protect  cyber crime and crime and threats
myself / my family myself / my family I’'ve already taken and have the best
and friends and friends steps to protect protection already
myself / my family in place
and friends

A reassuringly low number of responders said they didn’t know much about cybercrime or
how to protect themselves/family and friends. We know that there is still so much to do in
the fight against cybercrime.

Neighbourhood Watch Members are more likely to have good knowledge of cyber-attacks
and preventing them (8% “I know all about...”, 43% “l know about...” than Non-Members -
6% and 39% respectively). This is in line with last year’s survey on a similarly worded
question.

Female responders were more likely to have lower understanding of cybercrime (7% and
55%) compared to Male responders (4% and 42%) This is in line with the 2023 survey.
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3.93%
33.68%
Female 54.959%
45.38%
Male 41.86%
3.75%
0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00%

H | know all about the range of cyber crime and threats and have the best protection already in place
M | know about different types of cyber crime and I’'ve already taken steps to protect myself / my family and friends
B | know a bit about cyber crime and how to protect myself / my family and friends

B | don’t know much about cyber crime or how to protect myself / my family and friends
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Which services do you NOT access online via digital
channels? (Select all that apply)

79.67%

Student finance account access 78%

Post office services

Personal tax account

Peer to peer selling/sharing sites like Ebay,
Vinted, Gumtree, etc.

Social media
Travel booking

Paying your TV licence B Male

GP Booking and/ or prescription renewal ® Women

Council services: Council tax, voter
registration etc.

DVLA car tax

Bill payments (e.g. utilities)
Shopping

Banking

| do not use any online services

Last year we asked people which services they accessed online, rather than in person or on
the phone. This year we reversed the question, asking instead which services were not
accessed online:

A really tiny percentage of people now use no online services — 91% of all respondents now
use internet banking (last year 88%). Banking, Shopping, Bills, DVLA and Council services
rank highest in terms of accessing online.

Many people commenting that they have little choice in the matter, as more and more
companies insist on customers using paperless billing and online payment. Some of the
more elderly respondents reported their family members having to make arrangements
online on their behalf.
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Who would you report cybercrime to? (select all that apply)

Other (please specify)

7726 or report@phishing.gov.uk

Friends Against Scams/SCAMbassadors

National Cyber Security Centre

National Trading Standards

My bank/building society/credit card
company

.98%
.66%

Warn family members/friends

Action Fraud

Neighbourhood Watch (local or national) or ® Non-Member

Cyberhood Watch Ambassadors B Members

The Police

None of the above

The most common organisation that responders would report Cybercrime to is their Bank
83% up 9% on 2023 (72%).

Neighbourhood Watch members demonstrate similar reporting levels to banks and the
police as non-members, but higher reporting levels in every other category, indicating they
feel more comfortable in reporting the crime.
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Which of the following statements describe how you
feel about the resources available to help protect
yourself against cybercrime?

50.00% 47.32%
45.00% 43.99%
T 39.75%
40.00%
35 00% 34.20%
. 0

30.00%

25.00%

20.00%

15.00% 10.329% 11.32%

10.00% 5940 7-17%
1
0.00%

I'm overwhelmed by the  I'm confident and clear I'm okay with it sometimes I've no ideal!
amount of information about it

B Members ® Non-Members

Many more people feel confident and clear about the range of information available this
year than last year 36% of all responders compared with just 22.5% in 2023.

Members of Neighbourhood Watch were 6% more confident and clear than non-members
at 40% and 34% respectively.
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In the last 12 months where have you sought
information about online safety? (Select all that apply)

Friends Against Scams/SCAMbassadors

Neighbourhood Watch 7 11%

Friends/family
National Trading Standards

The Police
B Non-Members
Action Fraud
= Members

Citizens Advice

Broadcast media e.g. BBC, Sky News

Online security websites Like
Avast/Norton

Government website (gov.uk)

| don’t seek out information about
online safety

The most popular source of information for all respondents were Broadcast media or friends
and family at 31% each. However, when we apply a filter of Neighbourhood Watch Members
v Non-Members, we can see that 37% of members would look for advice from
Neighbourhood Watch, and interestingly 13% of non-members too.
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In the last 12 months how often have you discussed
or shared advice on preventing cybercrime with
other members in your community?

50.00%

45.00%

40.00%

35.00%
30.00%

25.00% H Members

B Non-Members

20.00%

15.00%
10.00%

5.00%

0.00%

All the time Often Rarely Never

In a departure from the statistics of last year’s survey, more than half of respondents are
now talking about preventing cybercrime often or all the time, compared to roughly a third
last year.

On this question, there are very few differences between male/female and age group
responses — just a few percentage points. 49% of 18-44's discuss cybercrime either 'All the
time' or 'often’, compared to 51% of 45+s.

50.00%
44.51%
45.00%
’ 39.51% 41.25% 39 849,

40.00%

35.00%

30.00%

25.00%

20.00%

15.00%

10.13%
10.00% 9.11% 6.78% 8.86%
= W ]
0.00%
All the time Often Rarely Never
N 18-44 m45+
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In the last 12 months have you seen or read advice
or resources on preventing cybercrime?

100.00%

90.00%

80.00% -

70.00% -

60.00% -

50.00% - B Responses

B Members
40.00% -

® Non-Members

30.00% -

20.00% -
0,
10.15%.84%)0.814

10.00% -

0.00% -

Yes No I don't know/can't
remember

So much information is now available to help people avoid becoming a victim of cybercrime -
in magazines, on TV and radio as well as on the internet, it is an ever-present topic, and
arguably hard to ignore. The results from this question show that:

e More respondents have seen or read information on preventing Cybercrime recently
than the same time the previous year (83% compared 81%).

e Neighbourhood Watch members are more likely to have seen advice, with 87% (+2%
on 2023) responding that they had compared to non-members at 83% (up 6% on
2023).
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Which of the following articles would you be
interested in? (Select all that apply)

Information on new types of cyber threats emerging | NRNRNELIEENENGEGEEE /2 4 0%
Tips on action to take if | become a victim of cybercrime | NG 67.29%
Ways | can easily protect myself that aren’t expensive or

y e Y ? I 66.29%

time consuming

How to stay safe across all of my personal and home
R 64.26%

devices

What different types of cybercrime there are and how to
I, 60.69%

spot them

A guide to online security and the easiest ways to protect
& Y yetop I 59.58%

yourself

The impact of artificial intelligence on crime | NG 51.03%
Advice on how to protect your smart home devices |IININININELIINEEEEE /9.50%
Tips to help protect my family online | NNEREEEEEGEGEGEGEGEGEEEEEEEEEE 42.33%

Other (please specify) [l 2.96%

Respondents were able to select as many articles as they would be interested in for this
guestion and the most popular were around detecting cybercrime and protecting home
devices.

We will use this information to prioritise articles for our website and ‘Our News’ magazine as
well as informing our Cyberhood Watch Ambassadors with their work in the community.

Other suggestions in the free text categories are:

e Comparisons of anti-virus software

o [I'minterested in any and every piece of information that may help me to keep myself and my
family safe from cyber attacks.

o How to safely and securely dispose of old mobile phones and computers before selling them
on/giving them to charities/recycling them. How to know who to trust to do this for me.

e How to retrieve your account when you are hacked

e '"easier ways to report scams.

e So far you can only report scams to action fraud if you have lost money, not if you are smart
and haven't gone through with it.

e We should be able to report ALL scams even if we didn't fall for it."

e Information that is explained in a straightforward way without jargon and technical terms
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How do you feel about the information and advice
offered by the government and their agencies on

cybercri me? (please choose one)

Other (please specify)

Too complicated and overly technical

Quite complicated

| don't know

Reasonably easy to understand

Easy to understand

.70%

17.4

B Non-Members

B Members

6%

We asked how easy to understand respondents thought information from Government
agencies. We notice a difference between Members and Non-Members in that Members
were more likely to feel that the information was ‘easy’ or ‘reasonably easy’ to understand —

(61.01% v 55.06%).
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Are you aware of Neighbourhood Watch's
Cyberhood Watch initiative, supported by Avast?

80.00%

70.78%

70.00%

60.00%

50.00%

40.00%

30.00%

20.00% -

10.00% -

0.00% -

Yes

16.90%

No

3.49%

I'm not sure

= Members

B Non-Members

As you might expect, members of Neighbourhood Watch are much more likely to know
about Cyberhood Watch Ambassadors than non-members. However, at just over a third, it is
clear that we need to put in place additional publicity to ensure that the initiative is better

known generally.
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Al image question

We asked if respondents could identify the image generated by Al

The two images of tabby cats below were offered, and respondents were asked if they
thought either or none were generated by Al —the image on the left — Picture A was created
by ChatGPT, Picture B is a photograph of a staff member’s own cat.

Picture A Picture B

Altogether 4,730 people answered the question - 19,874 skipped it. In the fight against
cybercrime it is going to be increasingly difficult, but important to be able to discern
between real and computer generated images and video.

In this instance, more women than men correctly identified the Al image at 81% v 76%,

) 15.07%
Picture B
12.43%
76.24%
Picture A °
81.10%
8.69%
None of the above
6.48%

0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% 80.00% 90.00%

B Male HFemale
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Demographics

Gender

How would you describe yourself?
60.00%

52.51%

50.00%

40.00%

30.00%

20.00%

10.00%

0.23%

T 1

Male Female Prefer nottosay  Prefer to self-describe

0.00%

Age

35.00%

30.00% 27.54%

25.00%

22.16%

20.00%

15.00%

10.00% 8.51%

5.00% 3.27%
008%  019%  101%
0.00% x — - x x x x
Under 18 18-24 25-34 35-44 45-54 55-64 65-74 75+ years
yearsold vyearsold vyearsold yearsold vyearsold vyearsold old
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Employment Status
All members

80.00%
20.00% 67.91%

. (o]
60.00%
50.00%
40.00%
30.00%
20.00% 15.24%
10.00% . 7.28% 4.45% 022% 4.91%

. (o]
0.00% e —— .. \
Employed full Employed part Self employed Student Not in Retired
time time employment

Members v Non-Members of NW - Of those who responded, almost 9% more members of
NW are retired than non-members.

Retired | €7 0006 -2 17
Not in employment ‘31‘)7%04’%
Student | §:33%
Self employed . 44;9(9/03
Employed part time Eg]{{s%
Employed full time m-zﬁ%’w%
0.00% 10.00% 20.00% 30.00% 40.00% 50.00% 60.00% 70.00% 80.00%

B Members ™ Non-members
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What kind of area do you live in?

There is very little difference between members and non-members as to the kinds of places
they live.

0,
Hamlet/isolated dwelling 3.67%
3.38%

. 25.84%
Village
28.13%

Town and fringe

0,
Urban - population over 10,000 31.18%
30.17%

0.00% 5.00% 10.00% 15.00% 20.00% 25.00% 30.00% 35.00% 40.00% 45.00%

39.31%
38.32%

H non-members M members
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Which region do you live in? (please choose closest area)
This year we asked respondents to give us the first few digits of their postcodes, so we have
mapped them according to the density in each area.

, \“
pPorest

-ondonderry

)

Drogheda

Dublin
) -

ol
Kilkenny
o
Waterford

_z
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Are you a member of Neighbourhood Watch?

Just over a third of respondents are members/volunteers and just over a quarter receive
information from us but do not consider themselves to be members.

40.00%

35.00%

30.00%

25.00%

20.00%

15.00%

10.00%

5.00%

0.00%

33.57%

35.04%

Yes

No

| receive information I don't know
from Neighbourhood
Watch, but | am not a

member
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