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Overview	

This research is funded by UK Research and Innova6on and is a collabora6on between the Dawes 
Centre for Future Crime at UCL and Neighbourhood Watch. The aim of the research is to 
understand how the COVID19 pandemic has affected crime in the UK, and the public’s percep6on 
of it. Data were collected between the 2nd and 23rd of December 2020. The survey had an 
amazing turnout with 20,784 total respondents across the country. Of those who par6cipated, 
14,741 (or 71%) provided answers to every ques6on. 

The pandemic has disrupted everyday life in many ways, some of which could increase the risk of 
crime, some of which could decrease it. The survey was thus designed to assess changes to 
people’s ac6vi6es, as well as their percep6ons and experience of crime for the periods before 
and during the pandemic. The survey contained ques6ons on the following general themes: 

Rou$ne	ac$vi$es:	We asked if and how people’s daily ac6vi6es changed during the pandemic so 
that we could see if changes were associated with changes in crime risk or percep6ons of it. 

Online	habits	and	online	safety: We asked about people’s day-to-day online security behaviour, 

ownership of internet connected devices and their use of the Dark web. These ques6ons were 
asked so that we could see if people’s online rou6ne ac6vi6es correlate with their risk of online 
crime. We also asked ques6ons to assess awareness of two government ini6a6ves intended to 
help keep consumers safe online 

Vic$misa$on	 and	 percep$ons	 of	 crime: We asked par6cipants about their experience and 

percep6ons of crime for the 12 months before the pandemic and for the first lockdown period 
(23 March 2020 - 4th July 2020). With respect to vic6misa6on, we were par6cularly interested in 
online crime such as fraud and computer misuse. For percep6ons of crime, we asked about a 
much wider set of offences. 

Handling	of	the	pandemic: We asked about people’s trust in the police and their handling of the 

pandemic, the Government’s clarity of message, and any decisions that may have made 
respondents angry. We also asked about the social acceptability of various scenarios in rela6on to 
policing that might be implemented to keep communi6es safe during lockdown. These ques6ons 
were asked to assess levels of sa6sfac6on with law enforcement and governance during the 
pandemic, which can help improve policies now and also in the future.  
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DNA	 tests,	Covid-19	cer$ficates	and	vaccines:	We asked about respondent’s awareness	of and 

demand for	these health-related goods and services as these may be targeted in scams or may 

be counterfeited.  

Demographics	and	Social	media	use: Finally, we asked demographic ques6ons – so that we could 
understand the characteris6cs of respondents – and ques6ons about social media use. The la_er 
focused on social media engagement with respect to crime preven6on and law enforcement so 
that we could understand which pla`orms respondents engage with to find out about crime or 
how to reduce their risk of it.  

In this briefing, we describe the overall characteris6cs of those who completed the survey and 
discuss some of the findings.  In par6cular, we focus on respondent’s awareness of two crime 
preven6on campaigns and provide a li_le detail about them for those that are not aware of 
them.  Subsequent briefings will cover topics to include percep6ons of crime, vic6misa6on 
experience and the handling of the pandemic. 

Demographics		

We start with a descrip6on of the characteris6cs of those who completed the survey in full as 
this provides important context for the findings discussed in this briefing and those that will 
follow.   

•As shown below, slightly more than half of all respondents (53%) were over 65 years old and 
around half were Female (52%). 

•The figure below also shows the household income of respondents.  For comparison, the UK 
median income is £29,900.   
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•In terms of geographic representa6on, the map above shows the frequency of responses for 
UK postcode areas (there are just over 120 of these in the UK).  The largest numbers of 
responses came from the South East (23%), East Midlands (17%), West Midlands (16%), 
South West (13%), North West (12%), North East (6%). 
•More than half of the respondents reported that they lived in a Village/Town (67%), while 
37% reported living in a Suburb, and only 3% in a city centre.  

•A slight majority of respondents were re6red (59%), and 18% were in full-6me employment. 
•The majority of respondents reported living in a 2-adult household (61%), while just under 
12% live with children.   
•Most of the respondents (74%) use social media. The most prominent social media used 
among the sample is Facebook (88%), followed by Instagram and Twi_er, with around 30% of 
respondents using these la_er two pla`orms. 
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Neighbourhood	watch	membership	

•58% of respondents reported living in a Neighbourhood Watch area, while 42 % either did 
not live in a NW area or did not know whether they did or not. 
•Of the respondents who live in a Neighbourhood Watch area, more than half (64%) 
iden6fied as members of Neighbourhood Watch. 
•Overall, 38% of the total number of respondents iden6fied as members of Neighbourhood 
Watch. 

Ownership	of	Internet	Connected	Devices	

Almost all respondents (99%) reported using at least one Internet connected device.  Such 
devices are collec6vely referred to as the Internet of Things (IoT).  For a discussion of the security 
of IoT devices, see h_ps://www.ucl.ac.uk/jill-dando-ins6tute/research/dawes-centre-future-
crime/policy-briefs/policy-brief-how-secure-consumer-iot. As shown in the figure below, most 
respondents reported using a Smart TV, Smart Speaker or a Wearable device (e.g., a smartwatch).   
Ownership varied across some age groups for some devices (e.g., wearables and smart speakers) 
but very li_le for others (e.g. Smart TVs, smart thermostats). 
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Online	habits	and	online	safety	and	trust	

In this sec6on we present findings regarding respondent’s online security and safety habits.  

Online	security	habits	

We first asked respondents 12 ques6ons – developed by security researchers – regarding their 
daily online habits. We asked how oien they perform posi6ve online security ac6ons (such as 
changing their passwords on their own ini6a6ve) and how oien they engage in nega6ve ones 
(e.g. ignoring a discovered security problem on their device).  

The figure below shows the findings for “safe” security prac6ces. Overall, respondents generally 
report prac6cing safe online security habits, but not everyone did.  Moreover, there is variability 
across the different types of behaviour. For example, while 70% reported using different 
passwords for different accounts “oien or always”, less than half (46%) reported always moving 
their “mouse over links” before clicking on them. Regarding the crea6on of passwords, it can be 
seen that about 60% of respondents rou6nely use techniques to improve the quality of 
passwords (e.g., improving password strength by including special characters even if they are not 
required). However, only 21% report that they change their password on their own ini6a6ve. 
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With respect to unsafe online security habits, the results were varied. For example, most 
respondents reported that they established what website they were visi6ng based on its look or 
feel rather than by looking at the URL bar (around 60% answered that they do this some6mes, 
oien or always). Websites can be “spoofed” so this can be dangerous. Just over 40% reported 
that they avoided a soiware update aier being prompted about it some6mes, oien or always. 
On the other hand, few respondents reported that they opened email links without verifying 
where this would take them first, and few reported ignoring iden6fied security issues.  

 

The Dark web is part of the World Wide Web that is only accessible by means of special soiware, 
such as “the Onion router” – oien referred to as ToR (see, h_p://bbc.in/3ewsGOV).  The 
technology used allows users and website operators to remain anonymous or untraceable.  The 
dark web was originally developed by the US Naval Research Laboratory and has many legi6mate 
uses. For example, the BBC has recently launched a mirror website on the darkweb to enable 
people to access it in countries where the content might otherwise be censored (see, h_p://
bbc.in/3bGIpcu). However, entering the Dark web can be unsafe, as many criminals frequent and 
trade in illegal goods in this environment. We asked respondents whether they use ToR (the 
Onion router) to access the Dark web. Most reported that they do not (80%), 17% were not 
aware of the Dark web, and only 3% reported that they had used it.  

Online	Security	Training	

When asked about training, most respondents reported that they had not completed online 
security training (73%). However, we also asked respondents if they were aware of the Na6onal 

Cyber Security Centre's "Cyber	Aware" guidance about keeping safe online. More than half of the 
respondents (55%) were aware of it. For those not aware of this, the Na6onal Cybersecurity 
Centre, which is the UK’s independent authority on cybersecurity, provides informa6on for 
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individuals (and businesses) about how to keep safe online and we would recommend visi6ng the 
website (which can be found here: h_ps://www.ncsc.gov.uk/cyberaware/home). 

Online	safety	awareness	

To keep people safe online, there are a number of other services and government run schemes. 
As falsified and unauthorised medicines and unapproved devices have become increasingly 
widespread during the pandemic, we asked respondents if they were aware of the EU logo used 
(in the UK) by the Medicines and Healthcare products Regulatory Agency (MHRA) as a verifica6on 
badge for all cer6fied online suppliers of medicines. The MHRA is sponsored by the UK 
Department of Health and is the execu6ve agency responsible for regula6ng all medicines, 
devices and blood components for transfusion in the UK. Prior to Brexit, it was a legal 
requirement for legi6mate online sellers of medicines to display this logo. As the figure below 
shows, 90% of respondents were not aware of this logo, and the majority of those who were 
reported that they never or rarely clicked on it (more than 70%). This is concerning given the 
poten6al risk of purchasing falsified or unauthorised medicines online. 

As a comparison, we also asked respondents whether they were aware of UK	Trustpilot. 
Trustpilot is a consumer review website where consumers can leave reviews for products, 
services and companies. Its aim is to help consumers shop with confidence and to help 
companies improve their business. With nearly 1 million reviews posted each month, the website 
provides a way for the public to check if other websites are likely to be legi6mate. As shown in 
the figure below, awareness of this website was much higher. When asked how oien 
respondents search Trustpilot, most rarely or never did so (64%). One reason for this may be that 
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many websites post their Trustpilot ra6ngs as a badge on their home page. However, relying on 
this informa6on may be unsafe, as anyone can fake such a badge. Without clicking on it, users 
cannot know whether the badge itself is legi6mate (clicking a legi6mate badge should lead to the 
company/service official UK Trustpilot page). Regardless, awareness of UK Trustpilot was 
rela6vely high. 

In addi6on to examining awareness for the whole sample, we examined whether this varied 
according to age, gender, whether respondents iden6fied as members of neighbourhood watch, 
or whether their self-reported online security habits were below average.  We do not present the 
sta6s6cal analysis here, but the findings suggest that members of neighbourhood watch were 
slightly (and sta6s6cally significantly) more likely to be aware of the online pharmacy logo and 
the Cyber Aware campaign (aier we account for differences in age, gender and online security 
habits).  They were no more likely to be aware of UK Trustpilot.  Respondents who reported 
having below average online security habits were less likely to be familiar with the pharmacy 
logo, the Cyber Aware campaign or UK Trustpilot.  Interes6ngly, younger respondents tended to 
be less aware of the Cyber Aware campaign, but more aware of the pharmacy logo and UK 
Trustpilot. Female respondents were more aware of the pharmacy logo but there were no 
gender differences for the Cyber Aware campaign or UK Trustpilot.  	
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Conclusion	

Use of social media and Internet connected devices is now an integral part of people’s everyday 
lives, and 99% of our respondents reported owning an internet connected device (not including a 
desktop or laptop). The need for healthy online security habits and online safety awareness is 
especially pronounced in disrup6ve 6mes, such as the Covid19 pandemic, as criminals might 
exploit the situa6on. Most respondents to the survey reported adop6ng safe online habits, but 
the picture was far from perfect. As such, we would encourage the community to prac6ce the 
safe online habits discussed above on their own ini6a6ve as much as possible, and to avoid the 
unsafe online behaviours highlighted above. Furthermore, we would encourage readers to 
complete online security training and to follow the advice provided by the NCSC as part of their 
Cyber Aware campaign, and to keep up to date with changes to this.  

Similarly, it would be wise to check the authen6city of online pharmacies (and other traders).  
Unfortunately, since 1 January 2021, Great Britain based online sellers are no longer required to 
display the EU Distance Sellers Logo (the logo remains in place in Northern Ireland). However, all 
pharmacies in the UK, including those providing internet services, must be registered with the UK 
General Pharmaceu6cal Council ( GPhC). The GPhC operates a voluntary internet pharmacy logo 
scheme which is unaffected by Brexit and its purpose is to provide reassurance to customers who 
are purchasing medicines online that the pharmacy in ques6on complies with GPhC standards.  
The logo is shown below and we would recommend consumers look for this (and click on it to 
check the registra6on), par6cularly if they are using an online pharmacy for the first 6me. 

 

The GPhC logo 

In addi6on, a recent campaign by the MHRC provides advice to help consumers avoid purchasing 
fake medical products when shopping online. For more informa6on please visit: h_ps://
fakemeds.campaign.gov.uk/. 
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